REG01/246


ASTON UNIVERSITY

DATA PROTECTION POLICY

ASTON UNIVERSITY

DATA PROTECTION POLICY 

iiiBackground


iiiThe Data Protection Principles


ivDefinitions


vi1
Introduction


vi2
What, Why, How and Who


vi3
Security


vii4
Publicly Available Information


vii5
Subject Consent


vii6
Sensitive Data


vii7
Rights Of Access To Data


vii8
Retention Of Data


viii9
Conclusion





ASTON UNIVERSITY

DATA PROTECTION POLICY AND GUIDELINES
Background

The Data Protection Act 1998 enhances and broadens the scope of the 1984 Act.  Its purpose is to protect the rights and privacy of living individuals, to ensure that personal data is not processed without their knowledge and, in most cases, their consent.  Any data held should be up-to-date, accurate, and securely stored.  The biggest change is the inclusion of manual filing systems and CCTV under the legislation.

There are new and extended rights for individuals, upon making a formal request and paying the appropriate administration fee, to examine almost any personal data held about them within 40 days of receipt of the request.

There are particular restrictions on sensitive data, new enforcement rules and wider grounds for claiming compensation.  Statements of intention as well as opinions are now classed as data too and processing will only be fair and lawful if certain conditions are met.

A copy of the Act and Subject Access Forms are available from the Data Protection Officer, Marketing and Communications or from the University website. 

This handbook outlines the University’s Data Protection policy, gives brief guidelines on the application of the legislation and gives an indication of the implications of the Act.

The Data Protection Principles

The Data Protection Act is built upon eight guiding principles:

1
Data must be processed fairly and lawfully

This means that data subjects must be fully informed about why their data is being collected, what it will be used for and to whom it will be disclosed.

2
Data may only be obtained and processed for a specified purpose


This means that data collected for one reason, eg University application form (UCAS), cannot then be used for another purpose, eg to try to market a new course to unsuccessful applicants.

3
Data collected must be adequate, relevant and not excessive for the specified purpose

4
Data must be accurate and up-to-date

There is a joint responsibility here - for both the data processor and the data subject - to ensure that the information held is accurate and up-to-date and may entail regular audits of data to ensure accuracy.

5
Data must not be held longer than is required for the purpose for which it was obtained

6
Data must be processed in accordance with the subject’s rights

7
Data must be kept secure
8
Data may not be transferred outside the European Economic Area unless adequate safeguards for the data exist, or unless the data subject gives informed consent for the transfer 

This includes any information contained on web pages.

Definitions

Personal Data

Personal data means data which relate to a living individual who can be identified

a
from those data, or

b
from those data and other information which is in the possession of, or is likely to come into the possession of, the data controller or

and includes any expression of opinion about the individual and any indication of the intentions of the data controller or any other person in respect of the individual.

Sensitive data

Data is considered sensitive if it is about an individual’s:

(
criminal record

(
physical and/or mental health

(
political allegiance

(
race

(
religion

(
sex life

(
trade union membership or non-membership.

Data Controller

This is the person who, either alone or jointly or in common with other persons, determines the purpose(s) for which, and the manner in which, any personal data are, or are to be, processed.

Processing

This now has a much wider definition and covers almost anything done with or to the data, including:

(
obtaining data

(
holding or keeping data on file without doing anything to or with it

(
organising, altering or adapting data in any way

(
retrieving, consulting or otherwise using the data

(
disclosing data in any way

(
combining data with other information

(
erasing or destroying data.

Consent to process and fair processing

The data subject must agree to the processing of their data.  There must be an active agreement between the two parties, ie if the subject does not actively object you cannot assume that the subject agrees.

This means that the person(s) collecting the data (called the Data Controller) must obtain the individual’s consent to processing or be satisfied that the processing is necessary for one of the purposes specified by the Act.  The Data Controller must tell the individual why the data is being collected and give them any other information that might be appropriate.

Relevant filing system

The 1998 Act now includes paper or manual filing systems.  The files form part of a “relevant filing system” if:

(
the information is grouped with a common theme, even if it is not kept in the same folder or drawer

(
the information is organised by name or number or other identifier, or by criteria common to the individuals, eg sickness, type of job, membership of pension scheme or department

(
the structure allows specific information about the individual to be readily accessible.

Aston University Data Protection Policy Statement

1
Introduction

1.1
The University needs to hold certain personal data about its staff, students and other users of its facilities for administrative purposes: for example, to administer courses; to record progress; to collect fees; to pay staff.  Certain statistical returns are also required by government and funding bodies.


1.2
The University will endeavour to ensure that all data collection and processing carried out by its staff is done so in accordance with the eight data protection principles outlined above.

2
What, Why, How and Who


2.1
Everyone is entitled to know:



(
what information the University holds about them, why it is kept, what it is used for, and who has access to that information.



(
how they may gain access to the information held



(
how the university is meeting its obligations under the 1998 Act.


2.2
The University will maintain a statement, to be issued to all staff and students, about the types of personal data that are processed, the reasons why those data are held and to whom and for what reason those data may be disclosed to a third party.  A copy of the statement will also be available on the University’s data protection web site (www.aston.ac.uk/registry/dp).  The statement will be issued to all new students at enrolment and to all new staff upon appointment.


2.3
It is the responsibility of individuals to ensure that any data held by the University is accurate and up-to-date.  Completion of an appropriate enrolment form etc will be taken as an indication that the data contained therein is accurate.  Similarly, it is the responsibility of individuals to notify the University of any relevant change of circumstance, eg address, emergency contacts, to enable the University to maintain accurate files.  It is also the responsibility of the University to ensure that any notification received regarding changed circumstances, eg change of address or course, is recorded and acted upon.

3
Security


3.1
All personal data held by the University will be kept securely, whether kept by an individual, an academic School or subject area or the University administration.


3.2
Personal data will not normally be disclosed to any unauthorised third party without the consent of the data subject.
  


3.3
Any unauthorised disclosure may result in disciplinary action.

4
Publicly Available Information


4.1
The provisions of the Data Protection Act do not extend to information already in the public domain.


4.2
The following information is deemed to be in the public domain:


(
names of all members of the Council


(
name, initial(s), job title, academic and/or professional qualifications and email address as listed in various publications issued by the University, eg telephone directory, University Calendar, and on the University website


(
awards and honours 


4.3
Any personal information not listed above is deemed to be within the provisions of the Data Protection Act 1998.

5
Subject Consent


5.1
Under the Data Protection Act specific consent from the individual is usually required before data can be processed by the University.  Aston’s contracts of employment and student enrolment/re-enrolment forms make it clear that acceptance of the contract/completion of the enrolment form signifies consent to processing.

6
Sensitive Data 


6.1
The University will collect and process sensitive personal data only when required to do so by law or when needed in connection with operational requirements.

7
Rights Of Access To Data  


7.1
All members of staff and students have the right to examine the data that the University holds about them, subject to certain exemptions.


7.2
Any individual wishing to access their data will normally be required to apply in writing to the Data Protection.  Subject Access Request Forms are available from the Data Protection Officer, Registry and Planning Services.  The University reserves the right to charge a fee for data subject requests, as permitted by the Data Protection Act 1998.


7.3
Any such request will be normally be complied with within 40 days of receipt of the written request and, where appropriate, the fee.

8
Retention Of Data  


8.1
Some personal data needs to be kept longer than others.


8.2
Basic information regarding students is held indefinitely and is usually released only to identifiable third parties with the consent of the subject eg for verification of degree results.


8.3
At the time of writing archival policy is undergoing a review.


8.4
When personal data is no longer to be retained it will be disposed of in such as way that the rights and privacy of the individual concerned are protected, eg disposal by shredding, burning, secure electronic deletion.

9
Conclusion


9.1
All employees and students of Aston University have an individual responsibility to uphold the principles of the Data Protection Act.


9.2
Breaches of this policy may lead to disciplinary action being taken and, possibly, to prosecution of the individual concerned.

� Disclosure of information to the police, court authorities or similarly authorised persons is permitted for the detection and/or prevention of crime.  This is NOT, however, an automatic exemption and appropriate care should still be taken when releasing information.  Certain other exemptions may apply.





